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(54) APPLICATION PROGRAM E^T INFORMING SYSTEM 
(11) 5-250325 (A) (4;S) 28.9.1993 (19) JP 

(21) Appl. No. 4-83116 (22) 5.3.1992 
(71) NEC CORP (72) HISAO YOSHIOKA 
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PURPOSE: To accurately inform a terminal operator of the state at the end 
of an application program AP by an on-line system consisting of a host com- 
puter, a communication processor, and a terminal. 

CONSTITUTION: In the on-line system wherein the terminal 3 and AP 4 have 
a communication through the communication processor 2 and host computer 
1, it is checked whether or not the AP 4 ends normally or abnormally on the 
host computer 1 and if the AP 4 ends abnormally, AP end information including 
a classification and detailed information on the cause is sent to the communica- 
tion processor 2. The communication processor 2 once receiving it generates 
a message to be sent to the terminal and sends it to the terminal 3 t which 
displays the message on its display. Consequently, messages corresponding to 
all end states of the AP 4 are outputted, the terminal operator can easily grasp 
the reason of the end of the AP 4, and even if the AP ends abnormally, this 
system gives a system supervisor great effect to an easily fault analysis and 
remedy. 




5: AP supervising means. 6: AP state control means, 7: 
AP normal end informing means, 8: AP fault information 
transmitting means, 9: AP end information receiving means, 
10: AP end message generating means, II: AP end message 
transmitting means, L2: AP end message receiving means. 
13: AP end message display means. a: (displayed on a 
display unit, etc.) 



(54) METHOD AND SYSTEM FOR AUTHENTICATION BETWEEN IC CARD 

AND TERMINAL MACHINE 
(11) 5-250326 (A) (43) 28.9.1993 (19) JP 

(21) Appl. No. 4-49830 (22) 6.3.1992 

(71) MITSUBISHI ELECTRIC CORP (72) HISASHI OONO 
(51) Int. CI 5 . G06F15/00,G06F15/21,G06K17/00 



PURPOSE: 'To improve the security by performing authentication operation be- 
tween the IC card and terminal machine without directly transmitting any 
address. 

CONSTITUTION: On the side of the IC card 13, a random number (R) is generated 
and sent to the side of the terminal machine 27. On the side of the terminal 
machine 27, authentication data f'l (R, S, and KEY) ciphered according to 
a function of ciphering algorithm, e.g. ciphering algorithm F'l) are generated 
by utilizing a target authentication code (KEY) for the authentication and a 
system key (S) for ciphering and sent as data for the authentication back to 
the side of the IC card 13. On the side of the IC card 13, data fl (R, S, KEY) 
ciphered according to a function of ciphering algorithm (fl) similar to the cipher- 
ing algorithm (f'l) of the terminal machine 27 are similarly generated by using 
the authentication code (KEY stored in an area 5-e of an area 5-d and the 
system key (S) stored in an area 5-d by the IC card 3 itself and matched with 
the sent authentication data f'l (R, S, and KEY). 
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6: bus. 25: bus, 29 & 30: host computer, 
24-d: work area and data area 



5-f: data area. 



(54) METHOD FOR DRIVING CIRCUIT IN SLEEPING MODE 

(11) 5-250327 (A) (43) 28.9.1993 (19) JP^ 

(21) Appl. No. 4-84885 (22) 6.3.1992 

(71) SMK CORP (72) KATSUMI SAKAI(l) 

(51) Int. CP. G06F15/00,H04B5/00 



PURPOSE: To put only necessary irreducible internal circuits of the circuit in 
sleeping mode in operation and to put all the circuits in operation for the 1st 
time when an operation mode signal is detected. 

CONSTITUTION: The circuit 10 in the sleeping mode employs the driving method 
which drives a circuit for sending a characteristic identification code with the 
reception output generated when a request-to -send signal which is higher than 
a constant reception level is received from a fixed station 11. The fixed station 
11 repeatedly sends the request-to-send signal. In the circuit 10 in the sleeping 
mode, on the other hand, only the part of a signal detecting circuit 63 is in 
operation and detects whether or not there is the request-to-send signal. When 
the reception level is larger than the constant level, a mode switching control 
signal is outputted and all the circuits operate for the 1st time. The mode 
switching control signal is supplied as circuit driving electric power to the 
circuit 10 in the sleeping mode. 




■10: fixed station centralized control circuit, 41: control 
circuit, 51: tuning circuit, 52: amplifying circuit, 53: waveform 
shaping circuit, 54: microcomputer, 55: request-to-send 
signal generating circuit, 56: modulating circuit, 57: amplifying 
circuit. 61: tuning circuit, 64: timer circuit. 65: 1st clock 
generating circuit, 66: 2nd clock generating circuit. 67: 
identification code generating circuit. 68: modulating circuit, 
75: clock generating circuit. 76: AND circuit. 79: transmitting 
circuit, a: fixed station, b: mobile station 
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lCttWHMfe7;i/:Jy XA( f 1 )Ctt«S;ftS i/^-r Adr 
-(S), ««5-eK:tt»SE«:ff-5fc«>©1lflS©8SiE3 
-F(A, B, c--0i:inb©**i-?*iK:«!iyaTe> 
*lBSISIflHI(TA. TB, TC-")©BB«S:^1"T— ^ 

;i/*«*n-?n»tts*iTv^s. *fe««5-ftt— «© 

BE3-FCA, B, C--0#*HttS*lfc1H«5-e©* 
/SttHSCStfcbT^bfc. f-^l*TIME7 26 
<fct>*KE Y 7 3j&»&*J*S*lTi3y, KEY 7 3 ©M^ 
©S8SE3-FCA, B, C"-)fCtt, TIME72C© 

ratt(TA, tb, Tc--03V*4x-?tt«jy#w6n 

T^-5 = -tbTSKEa-F&KEYfcbT, 

RHiHijWBymjsn*. 

[0 0 13] *fcH2tCj3Wr, S9*«2 7ttICA- 

F l 3 t (DMU Zfi o S8*fltt», l o ©$!§*««©*§ 
-^fctUi, H^©<te>tC±fe3jx7. F3>tf3.-^ 2 
9, 3 0tfJjgtt;£ftTV**LAN 2 8lCjjSR3;riT^S 
«^%>%«. SB*«2 7©«WEttic*-Fi3 4:eii! 
HifttiCtftoTfiy, ;U25^ltCPU21 
ROM2 2, ^-ffc-fetf^-f flS*©^*©^-*^. 
=EU2 4, Affi**«Mt6feftffl I /O (Affl*itl 
Oft) 2 3, 2 6#H^©±-5»c!j8RS*l"C^£. 
Z*^) 2 4 til Cj!j- Fl 3 ©-r-^t^^El) 5 tMi 
\Z&«\*7 £ -9 , &1tgMl\sX\*&. fIli!c2 4-a(CttBt-^ 
ffc7;bd'JXA(f ' 1), ««2 4-blCttl«#'ffcrA' 

=ruxA(f i)(c^ffl$ti-si/x^A=¥-(s)> t#ft 

2 4-oKlttBiES: i fT^fc«>©»E3- F(A, B, C- 
•0#**X*ftft*fiS*VO*<&. *fcfl^c2 4-dli, 
-I©r^J>r-i/3^CPU2 l ffl,-l*IBfl«c:« 
MS tlS C- ^ M®&£ tPr-9 ffiWX* „ §g!E=i - 

F(A, B, C---)*«««ia*lfe««24-ottBI3lC 
atbfel C*- Fl 3©^-^^^'; 5|^©|gIE3- F 
jWMS $ tl fc1B« 5 - e k. ± < m b T' * -5 o 

[0 0 14] 04 fe<fct>*EI5tClj:|lI2©i/^-T-A© I C 

ts- FtsBsKifcroiaiTfftoniifflawwftissssw 

$:^bfeo S4 14I C*- F2 7©»#fl)7D-f-V- 
h, BI5»dB3MK2 7©i#©7n-ft- FT'fe-5 0 
3ne>©K)#li> Si*»2 7fe«fctfIC*-Fl 3©C 
PU2K 4lC«ty, ^-tl€n©ROM2 2, 4 (C*&M 

snfcS8SEf^Slffl©«iE^'n^A2 2 p % 4Ptct^o 

[0 0 15] JKTlcH2~H5Klti6oTiffl»W©»l 
*lfif!I©Krf^ i 6:8lW , r*. '©Sfl l H»#!IK:feWSRtt 
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#j*fctW&WfC8WI"i-Sfc. S"f> I Crt-Fl 3{B!IT' 
SL»(R)&»£S*T£jft&«5fc*2 1 m^mz. 358* 
#2 7flH"e»iBIE©BWfflWIE= I -F(KEY)i:#-^fb 
©fc#5©$/XTA3f- ( S ) SrSftlffl LTIfrS<fb7;b=r U X 

A, M*»^ffc7;i/3~UXA(f ' D©BB»lclS^5vx 

Xm-^itZftfeMUT-Z f ' 1(R.S,KEY)^'J 
fciJU IC*-F1 SH^SBSEWfcifc©'?-* fcUTji 
♦Jig*. Z.Z.T*<DWM.^t— F(K E YJtti&'f 

HlgS©fgKE3- K-e-CDfcanf&SaBSSttfc^ 

A, B, C-"tbt^lfe. IC*-h*13llt I 
C%- Fl 3 e^^-^^^u 5©1H«5-eK«tt 
UT^<&»SE3-F(KEY)a3J:tf, 5 - d ICfcUft 
l/-C^*S/X-rA*-(S)^?»aB5fai2 7©Bf^ft7;i/ 
rJUX-Mf ' l)fclfl«ffll«^ffc7/l/3*yXA(f 1)© 
SSmtcao^T^ttaaxfe-T 1 -* f 1 (R, S, KEY) 

ftte-feSSSE-?-* f ' l(R,S,KEY)i:f^t5. 
[0 0 16] i©SH*JS«T»tt, att©BSE3- F£ 

<?)m<DV%ffl®m*:%im-tZ>Z. £iz «fc »J , ffl##HtcSB8E3 
- F&*fl6)-ti:«fce) ^^•pfeCQT^So 

[0 0 17] 04 &£.&m5CD7n~- ; ?-V- htC^oT 
=fe)ei^bl¥L<^-t--5 D i4©7D-f t- MCaVt 
Jc^C, I C*- Fl 3 te&StttV 5©fligc5 - a 
Cttlfta *ifcSLR3S£7;b J U XA ( R m) tc^o TSLtit 
(R)fc»tatUff^4 2), ®^2 7/\i^fi-S 
5g5fc$$2 7liH5«7D-ft- MC 
aVtJ^lC, SUR(R)&S««(^y^6 2). loffl 
BSE 3- F(KE Y)&^LT|g|iET i -^ f 1(R. S. 
KEY)&ffUffit(Xfy7*6 3). ITS SjICt 1 — 
**^y 2 4©fifigc24 -c(CHfiH!ianfc*>f ^ 
MH3«80#&:»KLfcB$E3---F(KEY)(A, 

B, C-©V^)7 3 0Mt5«r«(TA, 
TB, TC--©^-fnfr) 7 2 £#JUffi-f„ #5*.«. B 
SE3- FB &®^Lfe#^{Cii, '--e© J «rlBIfflH«tt"f B £ 
V^•^><t)V^^CS!I^Jffi•r(X•T•^^ , 6 4).. 

[0 0 18] -£UTS£*812 7 i: I C#- Fl 3©l$iai 
<DmW*MZ>t=.&>\Z, M2 7|iICA-K13AA 
9> SI:aiB0Uf*;7'6 5). ftfc&ft 

2 7iR!|©#<7>'#£y-fey •SC*^^ h£ OtC-fS) 
Uf9^6 6). SS5fc«2 7 33J:tf I C#- Fl 3 ttlBI 

©#-fV@S&l 2(m#J$)£^^ f *^; i tTV , >T ; fc^ 
V>U &£W*CPU©V7 h9x7±T'fT "i>;*J , 7># 

t)©i:-ts 0 

[0019] I C*- Fl 3 fc*>7> hM$&fS-^(CS 
S)£gitUf>V7"4 4), IC*-Kl3fflffl*7 



>#£U-fey M(A7> hSr0tCt-S)(X^^y4 
5), £*lfC«fcU#5|t«2 7fcIC*-Kl 3£©B$|ffl 
fftH0J8S:l3-5o 3S*^2 7&#<7> h Iff^-fS^ ( C S S) 

fffflW*t'^Uf>V7"6 7, 6 8, 6 9), IC 
*- Fl Z-^UUt-Z f ' KR. S, KE Y)&i£frr 
ICA-Fl3ttA7>h^i-t 
(CSS)S^f)fSIIf-^f' 1(R. S.KEY)?:f 
te"TS*T»©B|fiai«:*?> hU(XT->y-7°4 6, 4 7, 
10 4 8), ^©^^^hbfelt^^T-^^^U 5©fli§g 

5 - e tc««a#ife*>f a-t— ?vwca-3^T;§#*a*i 

feBIE3- F, ■Tftto'&ISIiE-rsfcftfflBiEn- FfctU 
'JEUtUr^7"4 9, 5 0, 5 1, 5 2, 5 3, 5 
4). 

[0 0 2 0] *LXWi¥-?2>MM^- F(KEY) JcURgf 
IHbSJxfcBSB*-* f 1 (R» S,KEY)!:i[l}lU 
f^5 5), Jg^il 2 7 «fc »J JSflia tlfcBIET 1 - # 
f ' 1(R, S. KE Y)fc©Rg'&£*?e>UT-V7 f '5 6, 5 
7, 5 8). -tUTHS^©*©** ]R*©«iE'T ? -** t — 
20 S5C b fea^gj* fc^JgiSfe-Sf ( R T N ) fettftftl 2 7 
it5Ur77°5 9)„ ^©idKi-ttitf, g&tt£8 
IE3- Vfimmznr^ZT Fb*S:S8*t*2 7 h I C 
* - F l 3 Iffl-eafe-B t" S z: i: < BKftSRtf*?*., MM 
3- FM^tifcT Fl/X5:^l64xS3i:J&<, «fc U 

[0021] ±i3* i mmmximmo* v > h & c p 

U®y7h7x7±tffoTVNfe^ I c#- Ffcitf 
^^^■4x-?tl*ffl©^-fVtlIH&(01©^l 2# 
Hfl)«:ili*.T^T : bJ:V\, 3.©^§-£, *-fvEIi&12te 
30 MA. If Bl 6 {Cjj^ Ji^n'J'V^a^T'?: tt^'JtC^ 

u tc $ -i v# >7 y 9 © «fc e> & % ©t <t 
[0022] m r 7tez.e>9&m<Dm2mmmx*&m2nz> 

I Ctl- Ft3S*^^^Si/XTA©«||g«J#^5:^ 
l-^n^EIT-feSo 812^:^*1 *»«©*>© fcM 
ICA-Fl 31C/N- F^xTi: LT©#-f 
VHim 12 1%M~2 7{C=fc|BI$ai©/\- F"7 

«*i2 7^e>ICA-Fl s^iifian^^^^F 
40 izitm 7 ©i/ ^fA© I C#- K4:SB*flli:©l8l^fTfc 

^©isb^©ii 2 njgMic j: sfgsEf^m(»#) &shb 

[0 0 2 3] ^ICH7~EI9 \Z'&-oXm2Mt&M<DW>ft 
fettWTS. ±Ba«lS6fifi« , P«V7 F7x7±t'A7 
>h^aS&^?oTv^Sfe^*, i©SI2j«K«fc«B»© 
BfE3-K(KE Y)S:Wi3e , *"6fc«>©l*IBHiM8fe»6* 

i©ie»«*ettsuR©ai«i*K: i c*- f 

1 3 hmJfcWtZ 7©RHBS:4:«>J:-5tcU"rv^. 0833 
«fct>*H9tc^-rJ;e)lc, IC*-Fl 3 «fc»JSL»©i£fll 
50 ^T*3*lfe^UT<y^8 3){CI CA-F1 3fc<tOf3g 
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mm* 7-e-e*i-6n*wvia»i 2, 3 e-eiivyht: 
©^, »tMS2 7T'gLis#sffsn6©ttHB#£»& 

y, *fe±flB*lSU6«T*»PI«T»*>6. -£bT±SBSL 
» jW5H3 a *l fc f$-&^ & , 3§&3fc$5 2 7 £> 41 fe «F-*f b 
StifcSMfrr-* f ' l(R,S,KEY)tfIC*-Kl 

Si»©f§!iE3- K(KEY)fc«|y ffi"*-«fc-5lcLT^<& 
(X^yT'S 7.8 8,8 9,9 0,9 1,9 2). -£©fffi© 10 

namtm l R*T * y . UiW s . 

[0024] ±tzm i ^«j:rFfii2ga6«"T»tt#asE3- 

K(KEY) lC*f JS"* S l$IBfflHR ( T I M E ) £«U U ft tt, 

m& J: -5 fC b T V ^ fc tt»©«F-iHb J§ 7;b =T U Xfc «: 

10 0 2 5] 01 Oli£©J8re©£3|Q60!T*ftMS*l 

aVf-^ay^m***. 01 lJCtiHl 0©IC*-K 
1 3©^-#*^U 5rt©««5-efeJ:tfS8*«2 7 20 
fflf-i'^ ; E l J2 40ll2 4-cffl^5:SLfe. 
LTil 2£«fc£>*Hl 3lCB:Hl 0©£/X-^2>© I 
- F £ iKDJmiT'fitotl&Z. ©»W©» 3 HfigWC 
J: £ BffEti^fg OBflO S «>© 7 n -v - h & 

[0 0 2 6] II 0OIC*-Ki:S*W^45^ 
^-Mc^T, _hgB«l £J:lWS2itelS«i:S**&tt 
UllC, I C#- Fl SCf-fjltU 5fC2o©Bgf-5§- 
<bMT;i/dru>CAf 1, g 1 fc<fct>*2o©S/;*-rA:Jf- 
S 1 , S 2 *lT »J , 2 7 0f- 30 

#*^U 2 4{C^2o©Rf^-'f[:fliT;]/^ r UXAf ' 1. 
g' lfe«fct) f 2o©>>X^Adr-S 1, S 2*^^atl 
Tl^S/St"?**. ff^tCli^-**^'; 5, 2 4©M^ 

5-e, 2 4-ctC, HI 1 tc^-r-^-^i/^i&^ati 
T^sj&"efcs. r©^-y;utt#^SE3- K(KEY) 
K-€-#t^p ^T-fe-nfesiiBO^CK i d) &si-*©T? 

[0 0 2 7] ?£fcHi 0~H1 3(C^oTH3||JgM© 

■M^&BWrt*. i c*- Fi 3 «fe»;ssuR(R)jWi6#a 

n(^ff^l 2 2), 3SS5fc$2 7T'r©SLifc(R)££'f§ 40 
t6fcUf^l8 2), SB*«2 7-ettSMEfflBW© 
RSEri- F(KE Y)Sr«fflbT±flaHJfi«lilRI«i-ie# 
ftatifcSffi-?-* f ' 1(R,S1,KEY)&£*IU 
fv^l3 3), WBStcHl l ©^-^j^&W&tiK 
BSE =t- F(KE Y)©SRB9^(K I D) &H* ITf- 
#g' l(KID,S2)?:Mt5Ur'V^13 4)„ ■£ 
LT^anfe2o©|gIl7 1 -^ f ' KR.S1.KE 
Y)fejct> # g' 1(K I D, S 2)8: I C*- Fl 3/siHM 
tSUr-y^l 3 5). 
[0 0 2 8] I C#- Fl 3 ttin&CWSET 1 -* 50 
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fift(Xf^l2 3). g' l(KID,S2)?:S^ffcl 
TKIDfe#»Ufy^l2 4), ^.©K I DA^t- 

^^eu stcftjftatife-f— ^-n/»cj:y bw©»k=i- 

K(KEY)fefl4Uff^l2 5). -£bT.H©I85E=i 
- K&««bTflip-9'ffca*lfcBSE7 s -* f 1 (R, S 1 . 
KEY)&lffilUr-V^12 6), *5M» 2 7 J: »J 31 
fll f ' 1(R. S l.KEY) ilfl^-wSr^T 

^(Xf^yi 2 7, 1 2 8, 12 9), —gfcbfc^fr 
&S%"«e»«#(RTN)S:aB5S«2 7^-fS^SU-T- 
7^13 0). ^©«fce>{Cl-tvl£, ft9SlC1ft&tt&3g£ 

WiEf^R fcff e> £ #t? S & . 
[0 0 2 9] — «»CIC*-KttROM*J|, RAM 

tt. f-^^^'J^ffly v-xKftjp&tf&y, Bf^-ft 
r^UXWf l, g' D^^ny^iCA 

U^-2/a>tCJ:o-C tttt»©Wf-!Hfc7/b =f U & * 

Jffljg LT i©»W©»4 SUKWCtt, £©RHBS:*P8n? 

£3 j: o k. M^.^fg!i#*©BtficBt^-fb7;i/=r u xa 
S:S85|c»2 7j^e> I C^j- Fl 3/\n- F-TSi-iCL 

[0030] hi 4t±i©*Ma©tB4ia6weftffla*i 

•5 I c^j— Ffc«^fr&fc*'>*^A©»ie«Mfc8: 

7j<-*-7Uv>7mT*Zb&„ HI 0Kl^a4ifctS3|aKffi(© 
^©ilM^-S^Ji, IC*-K13fflf-*^ i E , ;5W 
fCft-^ftT/I/JyXAf 1, g lsNSJBSnTV^^j* 
T*&£„ *fcHl 5ttHl 4©S/;*5\fe©I C#-Fi: 

[0 0 3 1] 3©H]6gMT«, I C*- F 1 3 ^&SJR 
(RjmtfeftUfy^l 4 2), ^#2 7«*»& 
I C#- Fl 3/\Bf^bT;i/3-'JXA(f ' l)(g' 1)8: 
^1 4 3)-TS„ IC*-Kl3T?ttRA 
" M 3 ©fIW3 - a fe i t>' 3 -T> , * b < - * ^ U 
5©S*1S«5- i £<fct>*5- j iCi*l&©Bff-^ffcr-n/ 
i'JXA(f i)(g' DSn-Kt4(xfy^i4 

4). ^bx^e©^, ±*3ie»«'rfft>nTv^fi»aE« 

I(^S)S:<T9J:^t:ifcUf>yyi4 5) 0 M> 
SEM©futCBf-t-fbT;b=ryXA$:SS^ffl!l*^ 1 

So 

[0 0 3 2] tfe. ic*-FfcS85fiaMai©h9>iJ»* 
i/3>±©-fe*3.y^-r $ri^«t»-g>fe*ic, h^^if^i/ 
H>©IHi5CS:^'!7>hb, feSgg^ffl, MA«10 0I1I 
{cMb^Wlc, J8(I©Sga£n- KCA&SSSE&^i:"*-* 
J: e> fC bfcHJtffiIS:J!s*TtCa<"t. 

[0 0 3 3] HI 6~1 8tti©«W©*5*SfifllK:«J: 
S I C*- KfcSB5K»i:©IBI©BfE*«fe^"r7n-^ 
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■V-FT'&tK EH 7 ££#01 8B01 6 cft©^-*^ 

[oo3 4] zLommmx-i*. icx-Ftmjfcmtn 

H3© h 9 5/ a >©IH»tt, «*.tfS5 1 HJKWfca* 
1-02(7)1 C#- K13CDCPU 1 *» L < tt*85fi» 2 7 
©CPU 2 l-eh9>-!fi'S/a>©EI»S'f>f UjI> 

(HI 6©X^;/:/l 5 3)*«fft>n6UfK:, CPUfflh 

2). ^-©ft m*<n®Mtfl7&t>nZ>tpT*IC3)-F 
l 3 «*$&2 7 fc©|ffllCT : -*ffl2!g«#$&£"t&. 
*©Stefc «fctf£<3©IIlR«::&tf> b b fcfi 1 

[0035] 0 1 7 &0 1 6 tp<DxMB#m& J r*J 7 1 
5 4)"T©Sfi|IB©iM1sfcjaVr. StfrtSitfiCte h^>1f 

^16 2). b5>tf*'>H>©IHR#l 0 OIBlCJib 
fc^*fll»ft4Uf9^1 63). 1 OOEUCitb 
TVN*U£S!I©S8!iEn- KKASSSBBBa&ffv^^-f-iy 
^164), fgtBQ.3lT'fS!E#iE b < ff *>*U*l tf * 
SrSHSU ■€■©«„ N^^i/g^f^S'Jty 
ht5Uf7^1 6 7, 1 6 8, 1 6 9). SfelOO 
HnCj8UTV^&&"t4%(£-€-©^ Sr-^ SciStfif-^-S (x-x- 
•;^16 5). 

[0 0 3 6] —5?, S^SU^?"! 5 5 )©«-£ 
tt, 01 8lC^t-<fce){C^-^©S^(^^y^'l 7 

2) , h9>if#S/H>rttf>*S:+l£»-M>*y* 
>MUf9^173). h5>"tf^S/3>©lllR^l 

o OEncJtbfc^^^-rsU'T-y^i 7 4)„ io 
0 HI (CM b T ^ HUMfflWIE =i - KTBffiMHS! v * 
(Xf7yi7 5), *©&, h5>1f^^3>*^>^ 

sutybnUfv^ne). sfeioomicML 

[0 0 3 7] l»ffl^!E3-K(KEY)iS:ioi 
ifrtc, - ■ SSiEfcieffl -T S88SE3 - K £ ^ ^ KWRt * 
*«6&-W*I1-SiiHCj:U. «fcy-Ji-b^r3.U-5 i -f ©IS 
v*%©#|l3iT?g<6. Ell 9(CttSLR5:^JfflbT^SE3 

«S6««icj:*SIE#ffifflI&ft5&^-r7n-?--v- h 

[0 0 3 8] MAtffSSE^- F(KEY)(A> B, C-") 
©»#NflT?*.6»&K:ii, SLSfc(R) SrfMEn- F(K 
EY)©fflRNfflT?Siy, )|Um«:#ftUff^l 8 

3) , m+ l#@©B!SEn- F(KE Yj&jffiRf Sit 
IciUCx-T^y -/l 8 4~i 8 9). 5>#\klcSlE3- 

F&jH#l'*«&£i:#"C**. m=0&"bl#S 
©SRffi3-K(A), m=l3&e>2#@©SgaE3-K(B) 

[0 0 3 9] 3&fe±IB#*iS«ffl9lWICfeV^T, I C# 



IC*-K«fe<ktWB5MWW©»^S:a!CbTt) 

h«©ks£ sff-5ifc*"ps*. Mx. \ttxm&it. i c 

#-K«T*fTo-0*S#» M5fc«HI(!|T?*ToT*J:^. * 
fe, -hS BH^T? tt I C 5(7 - K SS*^ ©IW0KSE* 
SjJc^TSWiLfetf, i©»WiiBIE&i6Wi:"rs2 

o©snBRn?»*i^ iffflSft^tt-ctijamnriBTa&fi 

[0 0 4 0] 

< &mm&ft$ * e> bfe©x% TO«ffl#»c3giiE3 

■ir-f ©#«CWv^BE#ffifcJ:tf-£©5/:*^i»tf#e>*i 
[0®©fS8Hi&gftf»] 

[013 i©»TOT*«ffla*i* I C#- F©&tBtt4gtit 

20 [02] £©»flH©lSi«Wc<fc*lC#-KfcfiB* 

^e>*SS/x^A©atlW^5:^-r^n y ?0T?& 

[03] HZffllCA-KfeitfSSifflr-^^^'J 
fctctelftSfifcSKSErJ- Ffc#Jfc**B*Hflf#©l*£«: 

[04] i©56W©*llOSffilK:J:SSraE#ffifCfeWS 
I C:2j- KfiDiffixitt^Q-f'V- h0Tfe-5„ 
[05] i©58lH©S|liafi«lJCJ:S«SE*«6lCfe»S 

30 [0 6] it>frEIftffl— WfeaVtHT**. 

[07] i©58re©«2Hi6ffi|K:J:6l Cjjj-KfcSB* 

So 

[08] i©»W©ai2«ffiHCJ:6BSE*iSJC£WS 

[09] "i©^©^2^JiMlCl:^BM^tCfeWS 

[010] i©»W©»3^QiWcj:S I Cfc- \?tm 
5SH*»&a:S ^*^A©«MB«rtft»S:aV*-:7n >y^Ht 
40 &&. 

[011] HlOffll C^J- Ffc^t^**©-?-*;* 
*ey {c»»S*ifcBiiE=i- Ki:»lS^-6l*lffl«*©«e 
S: * b T St b tz. 0 T & ■& . 

[012] £©»l8©»3SQfcWcJ:6S8E#i£K:fcW 
S I Ct!j- F©Srf^5:^-t7n-^^- FElT'feSo 

[013] r©»W©«3||!fi«»cJ:&SaE*j56JCfeW 
S3S*^©«lj^&^-t^n-^^- F0T-&S. 
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